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2.1. Chip—8 Emulator

Chip-8 Emulator - Jay

GIF/ g
&elo|t19] PIE FAFFA L

lems Output Debug Console Terminal

V8-VF: V8=06 V9=04 Va=0@ Vb=05 Vc
1=0320 SP=0 Delay=0 Sound=0
Stack: [822A]<-SP 0352 0060 6000 0000

PC=0256 Opcode=D@14 DRW V@, V1, 4 - s v s o 2 R
Ve-V7: Ve=1E V1=84 V2=07 V3=03 V4=50 V5=10 V6=00 V7-05

V8-VF: V8=06 V9-04 Va=0@ Vb=05 Vc=1F Vd=00 Ve=00 Vf=00

I=03280 SP=0 Delay=6 Sound=0

Stack: [022A]<-SP @352 0000 6000 OO0 GOOO 00RO ©0VO ©OGO 0OOD BOCO DOAD BAAO ©BBD 0008 0060

PeRI BERR PORD EUOR DOCD OUOR

A Chip-8 Emulator C|t{ Al8# Xt (tetris.ch8 ROM) T a——

AXIAE Ve ¥+ U 018 Y

PC=P208 Opcode=A2B4 LD I, 82B4 we u e e ECE
Va-v7: Ve=ee Vi=08 \2=00 V3=08 V4=00 V5=080 V6=00 V7=08 Bl = v e VN~ v, Wl AESHE HEN N byte AZZOISE 1H
VS-VF: VB=00 VO-00 Va=00 Vb-00 Vc=0@ Vd-00 Ve=00 V=00 1.1 A R e 22088 2

I-00006 SP-@ Delay-8 Sound-0

Stack: [0080]<-SP ©000 0200 0POE PPEE OVOG G000 ©P0O 0POD 0VBE 0POE PG OOED PBBE DOBe BOBe

X000 0009 0000 0000 0008 0000

CIlHAH & ROM 4

LD I, ANNN — QIdlA HX|AE I NNNE E2E = =
A2B4 addr A HXIAE I0| OXNNS 2 — Xt 2M 7}
ol A B|X|AE| I0| 0x2B42 RLSICE,

0%

o




2.2. 32-bit extension

| Stack, -+
12-bit T4 HHO| HAQ| SHA | |
‘ ' b oo Ly
“ “ “ - |
ROM
- 4KB
Chip—8 Standard Opcode Structure
0x200
0x000 '

Chip—8 Memory Map




2.2. 32-bit extension

oakpt OXFFFF
Stack, -
HAON otA 3= - &Ml 1™ 20| HHO| A X OXEEE
ROM
EPA Extended Opcode Structure
0x200
v 0x000

EPA Memory Map




2.3. r/w Syscall

OHI=0lE 78 25

User Process Executing ===  (Calls system call Return from syscall

Oi=30]H 2 2=

Execute system call

Host OS

Keyboard File System Display




2.3. r/w Syscall

EmulParty Advance Emulator (v1.0.0.)

HIGH SCORE
40000

E.F.A

ENTER ROM FILE HAHME:

AVAILABLE GAMES:

1. Brick.chS%
2. pong.chs
3. pong.ch32
4. sum.ch32

9. sum_BOF.ch32
PRESS ESC TO BUIT
{C>» WHITEHAT TEAM EMULPARTY

z
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Zlo|E19] I E FFFA L




2.4. Stack Frame

The stack is an array of 16 16-bit values, [THZ I R< ISR -1 [ (o=

that the interpreter shoud return to when finished with a subroutine.

Chip-8 Chip-8 allows for up to 16 levels of nested subroutines.

addr
addr
addr
addr

~— — DH7H 20t K|SIES X% 27}
16-bit HIXAE, MY HZ2| 2512
— SESH GIAO|LL f7 B2 01212)

addr 1 67"
addr

OXFFF 4

ROM

4KB

0x200

addr 0x000 v

Chip—8 Stack Chip—8 Memory Map




2.4. Stack Frame

Stack Frame2| £%!

OXFFFF
EBPE J7|Z0R “Z 34 SEOICH SHE =te) 71 &t OXEFFF
Stack
x86-642| = 122 At (caller cleanup) 0x8000
oo DE2] ool L2 P
push ebp mov esp, ebp
mov ebp, esp pop ebp
sub esp, <locals> ret <n> ROM
p SE SS0| UOjLIE 0Lt SEE A 1A ALE 0x200
» =1 Al ebp M|QUS M27HH F ABS FHat = US
0x000

EPA Memory Map




2.5. [Al&] Stack-based Buffer Overflow

Common Weakness Enumeration =
w {co wunity-developed list of SW & HW wealknesses that can become @ l_ -$-OII|I_I 2._I-7°:|0'IIA-I
ities

Home | About. v Learn ¥ Access Content ¥ Community v
CWE-121: Stack-based Buffer Overflow
Weakness ID: 121
Vulnerability Mapping: ALLOWED
Abstraction: Variant
View customized information: [Cunceptual] (Operaﬁonal) [ ':s:ﬁ’dr:e ] [ Complete J ( Custom L IIEJ)I-II ?‘ %I— EI H.l 7-I AI‘O FQE o-l E.I = m% —¢— %Ej I'?

¥ Description
A stack-based buffer overflow condition is a condition where the buffer being overwrit
stack (i.e., is a local variable or, rarely, a parameter to a function).
¥ Alternate Terms
"Stack Overflow" is often used to mean the same thing a
overflow, however it is also used on occasion to mean sta

Stack Overflow
'y
a result from an excessively recursive function call. Due t
term, use of stack overflow to describe either circumstanc

HpLf ot Ql)7t 17
ol MEE S

ABHO| ST HIH(X| o]
CI2 02212 FOIMEIN, 1




2.5. [Al&] Stack-based Buffer Overflow

S : READ & AS) D29 SE2 SEaHM 24 47| 7| (a8 T2))

__I—

Address | 00 | 01| 02|03 0405|0507 08|00 |o0n|oB oc| oo oE|oF|
0600 leje@foa| | | | [ | [ [ [ | [ [ [ |
061 - rrrrrrr e
0 leaosfos| | | | | | [ [ [ | [ [ | |

HEEEEEEREENENa.

E(Enter) 712 sum 532 28 ZH P04 3

Address
EFEQ

EFF0

(* x86 &+ & Y 2l QXK= S5 TO| ARM0f| PUSH, CALL AJOf] ABH 2|9 24d)

13




EmulParty Advance Emulator (v1.0.0.)

gt mmmm| [ HOW TO PLAY sum_BOF.ch32 ]

Syscall: 1, Buffer: HIGH SCORE
[write] Writing to 40000 _ B
[SDL Console Output] v _|_|_| Odkl_l-ll-% L_l-EI;|-o| CI)=I E__=|I
[IOManager] Wrote 4

[write] Wrote 48 by \ 4 E(‘F’O'” D|=|Hrcl'>|, Enter)9|§ 7:”|A_I-

System registers af]
R16 (return): Ox3 m =

R17 (size):

ENTER ROM FILE HNAME:

[32] PC=0008 OPC=14
ROG=00000000 RO1-04
RO8-00000000 RE9=0Q AVALLABLE, GRANES!
R10=00000030 R11=04 1. Brick.chs
R18-00000000 R19-04 2. pong.chs
[MEM] [0620-062F] 08

3. pong.ch32

4. sum.ch32
[32] PC=808C 0PC=06

RO0=00000000 RO1=04 = sum_BOF;chis

RO8=00000000 RO9=0¢ PRESS ESC TO GUIT Address 00 01 02 03 04 05 B6 07 08 09 DA 0B OC 0D OE OF ASCII
R10=00000030 R11=0d {C>» WHITEHAT TEAM EMULPARTY

https://youtu.be/tdLNDdrgbrM

00000000: B6 1E 06 01 06 02 14 6D 61 05

00000010: B1 00 62 1C 20 20 F8 20 06 18
R18=00000000 R19=0d 00060020: 6 01 00 14 BA 00 B2 2C 01 65 00 FO 00 FO

00000030: OF 07 DA 0D 06 01 06
[MEM] [0620-062F ] 00000000 ©6GE0000 0OBOOBEE PAAABEEE DT TR

00000050: OF 08 DA 06 12 OF 08 02 09 0D 01 es

00000060: 06 OE 06 25 20 08 BE OF 09 OA 06 17
=== SYSCALL === 00000070: OF 09 02 89 0D 00 1 05 06 OF 06 26 20 09 OF

Syscall' ©, Buffer: 6x200., FD: © 00000080: OF OA 0A 06 OF OA 02 09 0D 01 05
. 3 . » .

[read] Reading fron fis v mmmm ™) NI ~AAF =X} §§§§§§‘”’ T L B‘f i h
[SI GIF/Q&}}\C;]-_Q_ &_E'_O]El_q] aoi mO(CFI tac) frrame g a = e | mmc n ' 4 :

DBODDGDG 01 02 Fo D:‘) GF 00 62 09 OD 01 05
*'___, = = -f—rame lanIt 000000EG: ©7 OE 01 20 0D BE 01 05 01 02 c8
T1 ']_.OH —'—}\:"R _ = 2 000000OFG: 21 07 06 24 21 08 Bb6 25 21 09 86 26 01 66 2C !
00000100: 06 OF 08 09 OC B4 06 30 06 01 14
00000110: OF 09 62 09 6D 01 65 08 B8 OF 04 06 OF
00000120: 08 08 0B 04 06 2B OF 08 02 09 0D 01 65
00000130: 08 07 OF 04 06 OF 08 07 DA 04 06 26

CIH XS Al 312t Stack Frame %9} HI22]0) 2 =k

UUDDDI&U




3.2. Local Variable Corruption, Return Address Hijacking (A|&

=== SYSCALL ===

EmulParty Advance Emulator (v1.0.0.)

g4l)

Syscall: 1, Buffer:
[write] Writing to

HIGH SCORE
40000

[SDL Console Output]
[IOManager] Wrote 4
[write] Wrote 48 by
System registers af
R16 (return): Ox3
R17 (size):

[32] PC=08@8 OPC=14
REE=P0G0ARER RO1=04
RO8=0000EPER REO9=04
R10=00000030 R11=04
R18-00000000 R19=09
[MEM] [0620-062F] o4

[32] PC=000C OPC=0H
RE0=00000000 RO1=04
RE8=00000000 ROS=0d
R10=00000030 R11=04
R18=00000000 R19=0d

E.P.A

ENTER ROM FILE HNAME:

AVAILABLE GAMES:

1. Brick.chS8
2. pong.chS&
3. pong.ch32
4. sum.ch32

5. sum_BOF.ch32
PRESS ESC TOD GQUIT
{C) WHITEHAT TEAM EMULPARTY

[MEM][0620-062F] 00000000 00000000 ©BEEVED 0BV

=== SYSCALL ===
Syscall: @, Buffer: ©x200, FD: ©
[read] Reading Frcfaili=t= 41 1 _

E: QIF/OEV\J-Q *ﬂ'O]EI«] ag_

C|tHAH Zt= A| St Stack Frame g9

HZ22o ==

‘/ariable Lorruption

— frame 1npu
[ S22 S HIEJISFA] -2

[

[ HOW TO PLAY sum_BOF.ch32 ]

EC°F’O| B, Enter)Z|2 A Al

https://youtu.be/zTfB F 8Ik4

Address

00000000 :
00000010:
00000020
00000030
00000040 :
00000050
00000060
00000070:

00000080
00000090
DGDDDO
DUUGDB
000000C
DGODDGDG
000000ED:
000000F0:

00000100
00000110:
00000120:
00000130:
00000140
00000150:
00000160

00 01 02 03 04 05 06 07 08 09 BA OB OC 6D OE OF ASCII

86 1E 06 01 66 OA 02 14 6D 61 05

01 62 1C 20 20 F8 20 20 06 18

686 01 14 0A 02 2¢ 06D 01 05 F@ ¢]
OF 07 0A 06 0D 06 01 06

OF 87 02 89 6D 01 85 06 BE B6 24 20 B7 OBE

OF 08 0A 06 12 ©OF 88 02 09 6D 01 65

06 OE 06 25 20 08 BE OF 09 OA 06 17

OF 09 02 09 0D 01 05 06 OE 06 26 20 09 OE

OF 0A 0A 06 26 OF DA 02 09 0D 01 05

06 UE Ub 20 20 0A OA 06 2B
01 ZD

02 (]

0 !F ]

01 02 2] 06 35 GF 0D 02 09 OD 01 05
07 OE 01 20 0D BE 01 05 01 02 c8
21 07 86 24 21 08 B6 25 21 09 86 26 01 86 2C
86 OF 08 09 OC 84 06 30 06 01 14
OF 09 02 B9 0D 01 65 08 B8 OF 04 06 OF

08 08 0B 04 06 2B OF 08 02 09 0D 01 65
08 07 OF B4 06 OF 08 07 DA 04 06 26
OF 07 02 09 6D 01 85 06 21 OF OF 02 09
0] 01 65 o1 03 54
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EmulParty Advance Emulator (v1.0.0)
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